
114 

\ 



120 
S 



CPU 



130 



SMART CARD 
READER 



132 


L 134 


SMART 
CARD 



(DC-01753) 
16356.722 



1/2 



MAIN 
MEMORY 



OPERATING 
SYSTEMS 



APPLICATION 
PROGRAMS 



CONFIGURATION 
FILE 



124 
J_ 



MASS 
STORAGE l/F 



126 

J_ 



COMPUTER 
NETWORK l/F 



I/O DEVICES 



122 
■140 
■146 

142 



148 
J_ 



DATA STORAGE 
DEVICE 



LAN 



WAN 



INTERNET 



128 



Fig. 1 



302 xj 

304- 
306- 

308- 



310- 
312- 
314- 

316^ 



GET RECIPIENTS CERTIFICATE AND VERIFY 
CERTIFYING AUTHORITY'S DIGITAL SIGNATURE 



SECOND USER GENERATES SESSION KEY 



ENCRYPT THE DATA USING SESSION KEY 



I 



ENCRYPT SESSION KEY USING FIRST USER'S PUBLIC KEY 

i 



ENCRYPT SESSION KEY USING MASTER PUBLIC KEY 



I 



TRANSFER ENCRYPTED DATA AND SESSION KEYS TO FIRST USER 

i 



DECRYPT SESSION KEY WITH FIRST USER'S PRIVATE KEY 



300 



DECRYPT DATA USING SESSION KEY 



Fig. 3 




(DC-01753) 
16356.722 



2/2 



•? /2./5O 




